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Smart Cities Cyber Security Worries

CYBER ATTACKS AND THREATS

Devices were found without encrypting 
communications allowing attackers to change tra c 
lights.

SMART TRAFFIC CONTROL

Malicious hackers can compromise all street lights in 
a city and turn them on and on at will. 

SMART STREET LIGHTING

It is possible to black out big city areas by 
manipulating smart meters exploiting cyber security 
problems.

SMART GRID

Atlanta city systems were hacked and data encrypted 
by ransomware, authorities were asked to pay a 
ransom to get data back.

CITY MANAGEMENT SYSTEMS

Cyber attacks can display incorrect information on 
public transportation systems, it’s possible to 
influence people’s behavior to cause delays and 
overcrowding.

SMART PUBLIC TRANSPORTATION

Smart sensors can be hacked to send fake data to 
systems a ecting decision making. Attackers could 
fake earthquakes, tunnel or bridge breakage, flood, 
etc, raising alarms and causing general panic.

SENSORS

It can be used as an amplification platform for 
attacks. For instance, attackers can increase the 
impact of an attack by causing panic in a population 
by promoting attacks. 

SOCIAL MEDIA

Hacking mobile apps has direct impact on citizens’ 
behavior since they take decisions based on what 
mobile applications show.

MOBILE APLICATIONS

GPS spoofing and other attacks are possible. Systems 
get real-time location information, and if the location 
is wrong, then decisions will be based on incorrect 
information.

LOCATION BASED SERVICES

City servers and cloud infrastructure are exposed to 
common Distributed Denial of Services (DDoS) 
attacks that render services inoperable.

CLOUD & SAAS SOLUTIONS

Tra c and surveillance cameras are the eyes of the 
city and by hacking them, attackers can make cities 
blind. 

CAMERAS

This data can help attackers to determine the best 
timing for attacks, schedule attacks, create attack 
triggers, coordinate attacks, and so on.

PUBLIC DATA



TOP SMART CITIES AND POSSIBLE CYBER ATTACK TARGETS

Surveillance cameras
Tra c detection systems
Communications network 
(LinkNYC)
Gunshot detection sensors
Smart street lighting
Smart public transportation
Smart waste management 
(BigBelly)
GPS based systems (Tra c 
Signal Priority)
Wireless Water Meters

NEW YORK

Tra c sensors
Surveillance cameras
Smart street lighting
Smart parking
Open data (London Datastore)
London Underground railway 
system
Transport for London Oyster 
systems

LONDON

Smart street lighting
Smart sensors network
Smart irrigation system
Shared bike systems
WiFi public network
Smart parking (apparkB)
Smart Waste management

BARCELONA DUBAI

Smart government services
Smart energy and water
Smart Dubai Platform
Smart parking
Smart tra c
Smart transportation
Smart cameras and security 
surveillance
Smart street lighting

Tra c sensors
Municipal Railway system
Smart tra c systems
Public transportation systems
Smart parking
Smart street lighting
Gunshot detection sensors

SAN FRANCISCORIO DE JANEIRO

Surveillance Cameras
Flood detection and rain 
gauge sensors
Rio Operations Center (COR)
Open Data (data.rio)
Smart street lighting
GPS based systems
Weather control system
Tra c signal control system

SINGAPORE

HetNet
Nationwide Sensor Network
Intelligent Transport Systems
Parking Guidance System
Expressway Monitoring 
Advisory System
Contactless Payment for 
public transport
Digital Government services

SYDNEY

Smart tra c
Smart video surveillance (Rail 
Network)
Smart parking (CellOPark)
Smart public transportation 
(Opal system)
Smart Sensing Network
Smart Waste management
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https://ioactive.com/pdfs/IOActive_HackingCitiesPaper_CesarCerrudo.pdf
https://www.forbes.com/sites/forbestechcouncil/2018/04/18/cities-are-facing-a-deluge-of-cyberattacks-and-the-worst-is-yet-to-come/
https://securingsmartcities.org/
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